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Abstract—Friendly jamming is a PHY-layer technique used to
secure wireless communications. Unlike previous efforts that fix
the placement of the friendly jamming devices, in this paper we
consider small-scale multi-link wireless networks, e.g., peer-to-
peer or multihop, and jointly optimize the powers and locations
of the friendly jamming devices so as to minimize the total
jamming power while simultaneously achieving a given secrecy
constraint. We use distributed MIMO techniques and incorporate
the necessary conditions to ensure nullification of the friendly
jamming signals at legitimate receivers. Two optimization strate-
gies are explored: per-link and network-wide. Our optimization
framework is based on formulating a signomial programming
problem using condensation techniques to approximate the prob-
lem as a geometric program, which can then be transformed into
a convex problem. We also consider the secrecy-aware routing
problem for multihop networks and propose a routing metric
based on the total jamming power along the path. Simulations
show that our proposed schemes outperform previous schemes in
terms of energy efficiency (55%–99% power saving). Moreover,
our formulation ensures protecting legitimate transmissions by
nullifying friendly jamming signals at legitimate receivers.

Index Terms—PHY-layer security, secure routing, friendly
jamming, optimal placement, signomial programming.

I. INTRODUCTION

The broadcast nature of the wireless medium exposes com-
munications to eavesdropping and privacy attacks. Although
cryptography can be used to protect the information secrecy of
a data frame’s payload, it is not sufficient to prevent the leak-
age of side-channel information from unencrypted headers.
Moreover, in many wireless standards, such as 802.11, man-
agement and control frames are often sent in the clear. Various
operations of a wireless protocol, such as establishing session
keys, rely on the exchange of these frames. Information
theoretic secrecy [1], [2] at the physical (PHY) layer is a
lightweight approach that aims at preventing an eavesdropper
(Eve) from decoding a plaintext frame. A transmitter (Alice)
and its legitimate receiver (Bob) are guaranteed secret com-
munications if the Alice-Bob channel is better than Alice-Eve
channel. In [1], the notion of secrecy capacity was introduced
as the maximum rate at which Alice can securely transmit
information to Bob. This rate is the difference between the
mutual information between Alice and Bob, to that between
Alice and Eve.

Non-zero secrecy capacity is not always possible. For ex-
ample, if Eve is closer to Alice than Bob, then the Alice-Eve
channel may be better than the Alice-Bob channel, resulting
in zero secrecy capacity [1]. Friendly jamming (FJ), proposed

in the pioneering work of Goel and Negi [3], can be used
to degrade the Alice-Eve channel without harming Bob’s
reception. Essentially, a FJ signal is a randomly generated
artificial noise. To nullify the FJ signal at Bob, the authors
in [3] considered the case when Alice has multiple antennas.
Alternatively, a bank of relay nodes can be utilized to transmit
the artificial noise in the null space of the Alice-Bob channel.

Although FJ-based PHY-layer security has been extensively
considered for single-link scenarios, only a few papers studied
the problem in multi-link scenarios. Research efforts on secret
communications in a multi-link network can be classified
into two broad categories: Large-scale [4]–[6] and small-
scale wireless networks [7], [8]. Considering a large-scale
wireless network consisting of n nodes, the authors in [4]
derived the per-node asymptotic secrecy capacity. They also
proposed to use “Rx-based FJ”, whereby legitimate full-duplex
receivers are able to cancel the self-interference resulting from
their generation of FJ signals. For the case of independent
eavesdroppers, it was shown that a per-node secrecy capacity
of Θ( 1√

n
) is achievable, which is the same per-node capacity

without secrecy considerations. These results imply that the
per-node secrecy capacity is not affected by the presence of
eavesdroppers. However, placing the FJ devices at the same
locations of the communicating nodes may not be optimal
from an energy consumption perspective. The interference of
Rx-based FJ on other receivers was also not considered in [4].

The authors in [6] explored allowing a fraction of trans-
mitters to cooperatively send their signals to their receivers
through relay nodes, i.e., two-hop communications. The idea
is based on the work in [9]; wherein, for each Alice-Bob
pair, a relay node with “good” channels to Alice and Bob is
selected. Relay nodes with “bad” channels to the selected relay
or to Bob are used to produce FJ signals to confuse passive
eavesdroppers. Instead of generating FJ signals, simultaneous
transmissions are exploited in [6] to create high interference at
the eavesdroppers. In this sense, the messages of other Alice-
Bob pairs are utilized as FJ signals. Secrecy is guaranteed
only as n tends to infinity. The results of large-scale wireless
network, however, may not be always applicable to small-scale
networks that can have irregular topologies.

Secure minimum-energy routing with the aid of FJ was
investigated in [7], [8] for a small-scale network. The objective
is to compute a minimum-energy path subject to constraints on
the end-to-end communication secrecy and the throughput over
the path. The authors proposed a scheme to assign FJ power



required to secure individual links. Each link was studied
independently, assuming that it can be secured by its own
set of FJ devices, and there is a discrete set of eavesdropping
locations, each with a given probability of eavesdropping in
that location. The secure routing problem was reduced to find-
ing a path with the minimum total information and FJ power.
These works, although applicable to small-scale networks,
do not jointly consider the optimal placement and power
allocation of the FJ devices. Moreover, they do not exploit the
FJ devices associated with a given link to help in providing
secrecy for another link, which can reduce the total jamming
power. Finally, they assume that the FJ signals are nullified
at legitimate receivers, but the conditions needed to ensure
such nullification are not incorporated in the formulation. This
undermines the applicability of their designs.

The example in Fig. 1 illustrates the importance of optimiz-
ing the placement of the FJ devices. Eve 1 and 2 are the most
vulnerable eavesdroppers due to their proximity to Alice. If
the FJ devices are placed near Bob (e.g., Rx-based jamming),
they would need high power to deafen Eve 1 and 2. The FJ
device would consume less power to deafen Eve 1 and 2 if
they are moved to the potentially optimal location shown in
Fig. 1. Note that if the FJ devices are instead moved to the
centroid of the eavesdropping locations or near Alice (e.g.,
Tx-based jamming), they will have a larger distances to Eve
1 and 2 and consume larger amount of power to deafen them.

In this paper, we consider the problem of placing FJ
devices in a small-scale multi-link wireless network, e.g., peer-
to-peer (P2P) or multihop, and address the aforementioned
limitations of existing PHY-layer solutions. Our contributions
are summarized as follows:

• We first consider a per-link strategy and formulate an
optimization problem that aims at jointly optimizing the
power allocation and placement of the FJ devices for a
given link under secrecy constraint. We show that our
proposed scheme reduces power consumption by 55%–
99% compared to the case in which the optimal placement
of the FJ devices is not considered.

• We then consider the joint power allocation and place-
ment of FJ devices under secrecy constraint for all links
jointly (network-wide strategy). The exploitation of the
FJ devices to simultaneously cover more than one link
saves more energy and reduces the number of FJ devices
relative to per-link case.

• We use distributed MIMO techniques to create a null
region around all the legitimate receivers in network-wide
scenario (the given receiver in per-link scenario) and ac-
cordingly establish sufficient conditions on the jamming
powers and locations of the FJ devices. We incorporate
these conditions as constraints in the formulation.

• We propose a novel link weight and a corresponding
routing metric for the multihop scenario.

The rest of the paper is organized as follows. In Section II,
we explain the underlying distributed MIMO mechanisms for
generating FJ signals, and derive sufficient conditions on the
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Fig. 1. Possible placements of FJ devices (without nullification constraints.)
Jamming power is a function of distances to and received information signals
at each Eve.

powers and locations of FJ devices to ensure FJ nullification
at legitimate receivers. In Section III we present the network
model, formulate our problem, prove that it is an NP-hard
signomial programming problem, and then approximate it
by a geometric programming problem, which can further be
convexified. In Section IV we propose a novel link weight for
the secure routing problem. Section V provides the simulation
results. Finally, Section VI concludes the paper.

II. DISTRIBUTED MIMO FOR FJ NULLIFICATION

If the FJ signals are to be generated by the same MIMO
node (e.g., Alice), then the phases of these signals can be
easily controlled to provide the desired nullification. A set of
FJ signals can add destructively and nullify each other at an
intended receiver if these signals, each of which traverses a
different channel, are received out-of-phase and sum up to
zero. To achieve this, techniques such as zero-forcing beam-
forming are employed to determine the phase and amplitude of
each FJ signal at the transmit antennas. However, in general,
FJ signals may be produced by different devices that do not
share a reference clock and so are not synchronous. Hence, the
signals transmitted from distributed FJ nodes may experience
unknown random delays. In this section, we explain how we
synchronize FJ devices, each equipped with a single antenna,
and establish the sufficient conditions on the jamming signals
to ensure nullification of FJ signals at all legitimate receivers.

A. Synchronization of FJ Devices

To enable synchronized FJ devices, we exploit SourceSync’s
synchronization protocol proposed and empirically demon-
strated in [10] for OFDM systems. According to this method,
a set of distributed cooperative transmitters choose a leader,
who initiates the synchronization process by transmitting an
OFDM-based sync header. Using the phase offsets measured
across different subcarriers, each cooperating transmitter can
accurately estimate the arrival time of the sync header. Based
on the estimated RTT between each transmitter and the leader,
and the switching time from Rx mode to Tx, each transmitter
synchronizes in time with the leader. Finally, considering the
propagation delay of the transmitters to the receiver, each
transmitter selects a transmission time so as to synchronize
the arrival of all the transmissions at the receiver.



B. Nullification of FJ Signals

Assuming that the distributed FJ nodes have been synchro-
nized, the amplitudes/phases of their signals must be adjusted
to cancel out at the legitimate receivers. Consider M legitimate
receivers and N FJ nodes. The channel is characterized by an
M × N channel matrix H = [hij ], where hij is the channel
coefficient between receiver i and transmitter j. By setting
N = M + 1, we can guarantee a nonempty null space for
the channel matrix H [3]. Let y be an M -by-1 vector that
represents only the received FJ signals at the M receivers, let
x be an N -by-1 vector that represents the transmitted signals
from the N FJ antennas, and let F represent the N -by-1
precoding vector (precoder) of the FJ signal.

At any time instant (time index is dropped for simplicity)
and ignoring the effect of noise, we have:

y = Hx = HFm (1)

where m denotes a random complex scalar at the current time
and ||m||2 = 1. The Singular Value Decomposition (SVD) of
H can be obtained as

H = UM×MΣM×NV†
N×N. (2)

Thus, y can be expressed as:

y = UΣV†x. (3)

If the jamming precoder F lies in the null space of H,
then y = Hx = 0. In our design, we select F as the
rightmost column of the matrix V, i.e., the kernel of H. For
a given total budget on the jamming power and a given m,
the precoder F determines the phase of each of the FJ signals
and implies some dependencies between their jamming powers
so that they add up destructively at the legitimate receivers.
Let Pj = ||xj ||2 = ||Fj ||2 be the jamming power of the
jth FJ device. We explicitly derive these dependencies by
solving

∑N
j=1 hijxj = 0, ∀i = 1, . . . ,M . It turns out that each

jamming power must be a linear function of P1 as follows:

Pj = ωjP1,∀j = 2, . . . , N (4)

where ωj is the scalar ratio between Pj and P1.

III. PHY-LAYER SECURITY FOR MULTI-LINK NETWORKS

A. Network Model and Problem Formulation

We consider a static multi-link network, consisting of an
arbitrary number of legitimate nodes, each equipped with an
omni-directional antenna. These nodes form a set of links L.
Each link l consists of a source (Alice) and a destination (Bob).
This general multi-link network model accommodates both
P2P and multihop scenarios. For the P2P scenario, L consists
of several independent single-hop links, connecting different
Alice-Bob pairs. In the multihop case, L contains specific links
that form several paths between various pairs of nodes. Along
with the set L, there is a finite set E of eavesdropping locations
and a set J of FJ nodes. We adopt a 2-D discrete model for
the points in E [7], [8]. The probability that an eavesdropper
is in location e ∈ E is denoted by pe. Even though this model

assumes some (probabilistic) knowledge of the eavesdroppers’
locations, it can represent numerous scenarios by adjusting the
number of locations and the probabilities assigned to them.

The number of FJ devices can be less than or greater
than |E|. In this paper, however, we only consider the case
when |E| > |J |, since the solution for the other cases is
trivial: Assign a FJ node to each of the possible eavesdropping
locations. In contrast to previous research [7], [8], we assume
that there can be more than one eavesdropping location per
active link, i.e.,

∑
e∈E pe can be greater than one.

We formulate an optimal placement and power allocation
problem for the FJ devices such that the average SINR at each
location e is less than a threshold π. To nullify FJ interference,
we consider the case of cooperative FJ whereby FJ devices
cooperatively nullify their jamming signals at all |L| legitimate
receivers, even if only a subset of these receivers are active.
We employ the SourceSync protocol [10] to synchronize the
FJ devices. SourceSync was initially designed to exploit sender
diversity by synchronously transmitting the same packet from
multiple senders. However, in our design, we leverage it to
sync the FJ nodes. The leader will be an active data transmitter
(Alice), who sends a sync header together with a random m
before its main transmission. The power of the sync-header’s
transmission must be adjusted to reach all FJ nodes. Following
the receipt of this header, FJ nodes calculate and adjust their
transmission times to create a null region around all |L|
receivers.

Henceforth, when we say Alice and Bob we mean the
transmitter and respective receiver of a specific link l ∈ L,
respectively. Because the FJ signals are nullified at Bob,
the transmission power of Alice is only a function of the
SINR threshold at Bob and the length of link l, denoted
by dl (assuming a pathloss channel model). Therefore, to
maintain the SINR at Bob ≥ some threshold β, the minimum
transmission power at Alice of link l, denoted by Pt,l, will be:

Pt,l =
Noβ

d−α
l

. (5)

where No is AWGN power and α is the pathloss exponent.
For the case of cooperative jamming, the SINR at Bob

(SINRb) is given by:

SINRb =
Pt,ld

−α
l

No
. (6)

The optimization problem can now be stated as follows:

P1: minimize
{xj ,yj ,Pj ∀j∈J}

∑
j∈J

Pj

subject to C1: peSINRe ≤ π,∀e ∈ E ,∀l ∈ L

C2:
|J |∑
j=1

hijxj = 0, i = 1, . . . , |L|
(7)

where (xj , yj) are the Cartesian coordinates of FJ node j.
Constraints C1 and C2 represent the secrecy and nullification



constraints, respectively. When link l is active, the SINR at
eavesdropper e (SINRe) is given by:

SINRe =
Pt,ld

−α
ae,l

No +
∑

j∈J Pjd
−α
je

(8)

where dae,l is the distance between Alice (of link l) and
eavesdropping location e, and dje is the distance between the
FJ node j and eavesdropper e. Note that j, e, and hence dje

are not associated with a specific link l.
We propose two schemes based on formulation P1: per-

link and network-wide schemes. For the per-link scheme, the
problem is solved independently for each link. In this case, we
have |L| independent problems. For each of these problems,
the secrecy and nullification constraints are considered only for
a specific link l, i.e., |L| = 1. To ensure a nonempty nullspace
for the channel matrix H, |J | has to be greater than |L|.
This implies that in the per-link scheme, J in each problem
must contain a minimum of two FJ nodes. Hence, we need at
least 2|L| FJ nodes to secure all links. For the network-wide
scheme, all links and FJ devices are simultaneously considered
in the secrecy and nullification constraints, i.e., we jointly
optimize over all links in the set L. One advantage of this
scheme is that we only need |L| + 1 FJ nodes to ensure that
the jamming signals are nullified at all |L| legitimate receivers.

Considering the network-wide scheme and assuming that
the locations of legitimate nodes and Pt,l ∀l ∈ L are known,
the first constraint can be simplified to:

C1: pe

max
l∈L

Pt,ld
−α
ae,l

No +
∑

j∈J Pjd
−α
je

≤ π,∀e ∈ E . (9)

B. Solution Based on Condensation Techniques

A function f is said to be monomial if f(x1, x2, · · · , xn) =∏n
i=1 xai

i , where a1, a2, · · · , an ∈ R. A function is said to
be posynomial if it is a linear combination of monomials.
Signomial programming is a class of non-convex, non-linear,
and NP-hard optimization problems in which the posynomials
in the constraints may be lower bounded by monomials [11].

Proposition III.1. Problem P1 is a signomial programming
problem with |E| + |L| signomial constraints.

Proof. The objective function is a summation of linear vari-
ables (i.e.,

∑
j∈J Pj). As for the secrecy constraint, we have

∀e ∈ E :

peSINRe ≤ π, (10)

pePt,ld
−α
ae,l

π

(8)

≤ No +
P1

dα
1e

+
P2

dα
2e

+ · · · + P|J |
dα
|J |e

, (11)

(
pePt,ld

−α
ae,l

π

) ∏
j∈J dα

je

No(
∏

j∈J dα
je) +

∑
j∈J Pj

∏
i∈J
i�=j

dα
ie

≤ 1 (12)

which is in the form of:

Q(x)
P (x)

≤ 1 (13)

where Q(x) and P (x) are monomial and posynomial, respec-
tively.

The same analysis can be applied to the nullification con-
straint to show that it also represents |L| signomial constraints.
It follows that our formulation belongs to the category of
signomial programming [11], [12]. �

Signomial problems cannot be transformed to convex prob-
lems. However, by using condensation techniques [13], we can
approximate any multi-term posynomial P (x) by a monomial
and transform P1 into the standard geometric programming
form (i.e., Q(x) ≤ P̃ (x), where P̃ (x) is the approximated
monomial of the posynomial P (x)). It can be shown that
optimal solution of the condensed problem is a feasible (but
not necessarily optimal) solution for P1 and so upper-bounds
its optimal solution.

The original problem can then be heuristically solved by
iteratively updating the parameters of the condensed problem.
For each iteration, we use the optimal solution of the previous
condensed problem to update the approximation parameters,
and so on until we converge to the optimal solution of P1.
Because the problem is non-convex, the algorithm may get
stuck in a local minima, a case that is left for future work.

IV. SECRECY-AWARE ROUTING PROBLEM

Considering the per-link scheme to jointly optimize the
transmission powers and locations of the FJ devices in the
multihop scenario, we propose to use the total FJ power needed
to secure each link as the link weight. Thus, for link l ∈ L,
its weight is:

w(l) =
∑
j∈J

Pj . (14)

By securing each hop, end-to-end secrecy is achieved [5],
[6]. At the same time, the quality of service is ensured by
having the SINR at each end of a link lower-bounded by β. To
find a secure path P with minimum total FJ power for a given
source and destination, we run the shortest path algorithm with
respect to the metric w. The cost of the resultant path c(P) is
calculated as follows: c(P) =

∑
l∈P w(l).

V. PERFORMANCE EVALUATION

In this section, we provide the simulation results of the per-
link optimization strategy (both P2P and multihop). We also
compare the per-link P2P to the network-wide P2P scenarios.
We set α = 2 and pe = 0.5 for each eavesdropping location,
β = 1 and π = 1. The number of condensation iterations is set
to 100. All power values are normalized with respect to No.
FJ nodes are initially collocated with the data transmitters,
but gradually re-positioned depending on the outcome of
the optimization problem. The simulations are performed in
MATLAB using the CVX package.

A. Per-link, P2P Simulations

we first study the performance of our proposed per-link
scheme for P2P scenarios in terms of power consumption and
interference at legitimate receivers. The network consists of 1
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Fig. 2. Network topology for the case of five
P2P links. Hollow circles, crossed circles, and
diamonds represent receivers, transmitters, and po-
tential eavesdropping locations.
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Fig. 4. Outcome of the proposed per-link scheme
for the one-link case. The hollow, crossed, and
solid circles represent the locations of Bob, Alice,
and the FJ nodes, respectively.

to 5 unidirectional links (see Fig. 2). The set of eavesdropping
locations is indicated by the diamonds in Fig. 2. The network
is deployed on a grid of dimensions (2|L|+1)×5 (e.g., when
|L| = 1, we simulate a grid of dimension 3 × 5, with four
potential eavesdropping locations).

1) Power Consumption: We compare our proposed per-link
P2P scheme with the following schemes in which the locations
of the FJ devices are fixed:

• Tx-based FJ: The FJ nodes are collocated with the
transmitter, which could be a MIMO transmitter with
some antennas dedicated to the FJ.

• Rx-based FJ: The FJ nodes are placed at full-duplex
receivers with perfect self-interference cancellation.

• Centroid: The FJ nodes are placed at the centroid of all
potential eavesdropping locations.

Collectively, we refer to the above three schemes by fixed-
placement schemes. As shown in Fig. 3, our proposed per-
link P2P scheme outperforms the fixed-placement schemes
achieving 55%–99% reduction in power consumption. The
centroid scheme is the worst in terms of power consumption
because FJ nodes are located far away from data transmitters
and need to increase their powers to cover eavesdropping
points around data transmitters.

To illustrate the outcome of the proposed per-link P2P case,
we consider a network of one link (i.e., |L| = 1), as shown
in Fig. 4. Numbers by each node in this figure represent the
amount of interference caused by the FJ nodes on that node.
In Fig. 5, we show the change in the jamming power for each
of the FJ nodes in Fig. 4 along with their total jamming power
as a function of the optimization iteration (see Section III-B).
The increase of Pj2 may look counterintuitive because FJ2 is
moving towards Eve1 and Eve2. FJ1 moves closer to Bob as
it moves towards Eve3 and Eve4 to reduce Pj1 required to
suppress them. According to (4), Pj2 = Pj1(h11/h12)2; so
as FJ1 moves closer to Bob, Pj2 increases quadratically with
h11/h12. This prevents FJ2 from moving closer to Eve1 and
Eve2 because the goal is to minimize the total jamming power.

In Fig. 6, we vary |E| for the two-link P2P case and study
the performance of our proposed per-link scheme in terms

of power consumption. Our proposed scheme is shown to
reduce power consumption by 54%–96% compared to fixed-
placement schemes. It can be noted that the jamming power
for the Tx-based FJ scheme does not scale with the number of
eavesdroppers. This is because FJ nodes are located very close
to data transmitters, thus jamming power will be a function of
the transmit power (in P1 substitute dje = dael

, ∀j ∈ J ).
Note that the transmit power Pt,l does not scale with the
number of the eavesdroppers.

2) Interference at Legitimate Receivers: Because FJ nul-
lification is incorporated in our formulation, the SINR at the
receiver of any link should not be less than β. Considering the
example in Fig. 4, the SINR at Bob in the proposed per-link
scheme is maintained at 1 dB with received jamming power of
2.7× 10−6. For the Tx-based and centroid schemes, however,
FJ is hardly nullified and the SINR goes down to 0.5 dB,
which means that Bob is unable to decode Alice’s messages.

B. Per-link, Multihop (Routing) Simulations

We simulate a multihop network consisting of three in-
terconnected and bidirectional links, as shown in Fig. 7.
We calculate the minimum energy route and its associated
jamming power for a packet transmitted from node 1 to node
6 along a multipath route. We also calculate E[c(P)] for all
possible paths P (i.e., all possible Tx-Rx pairs). A summary
of the results is shown in Table I.

TABLE I
COMPARISON OF THE PROPOSED PER-LINK SCHEME AND THE

FIXED-PLACEMENT SCHEMES IN TERMS OF THE COST OF THE

MINIMUM-ENERGY PATH

Proposed Tx-based FJ Centroid Rx-based FJ
Best path 1-2-4-6 1-2-4-6 1-3-4-6 1-2-4-6
Cost 7 48 128 304

E[c(P)] 5.5 26.7 75.5 167.5

C. Network-wide Simulation Results

To study the energy efficiency of our network-wide opti-
mization strategy, we compare our proposed per-link P2P and
network-wide P2P schemes in terms of the total jamming
power required to cover the whole network. As shown in
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Fig. 8, the network-wide scheme reduces power consumption
by 29%–39% relative to the per-link scheme. Note also that
the network-wide scheme allows for simultaneous operations
of different links because it ensures the nullification of the FJ
signals at all legitimate receivers.

VI. CONCLUSION

In this paper, we exploited friendly jamming for PHY-layer
security in small-scale multi-link wireless networks in the
presence of eavesdroppers. We jointly optimized the powers
and locations of the friendly jamming nodes so as to minimize
the total jamming power required to secure legitimate trans-
missions. Distributed MIMO techniques are used to nullify the
friendly jamming signals at legitimate receivers. A signomial
programming problem was formulated and approximated as a
convex geometric programming problem using condensation
techniques. We then proposed two optimization strategies:
per-link and network-wide (all links jointly). It was shown
that our per-link scheme outperforms previous schemes in
terms of energy efficiency (55–99 percent power saving).
Moreover, the network-wide optimization was shown to be
more energy-efficient than per-link scheme (29–39 percent
additional power saving) and also requires about half the
number of friendly jamming nodes than per-link optimization.
For multihop scenarios, we proposed a routing metric that finds
a secure path that requires minimal jamming power.

ACKNOWLEDGMENT

This research was supported in part by the Army Research
Office (grant # W911NF-13-1-0302) and in part by the NSF
(grants # IIP-1265960 and CNS-1409172). Any opinions,
findings, conclusions, or recommendations expressed in this
paper are those of the authors and do not necessarily reflect
the views of ARO or NSF.

REFERENCES

[1] A. Wyner, “The wire-tap channel,” The Bell System Technical Journal,
vol. 54, no. 8, pp. 1355–1387, Oct. 1975.

[2] I. Csiszar and J. Korner, “Broadcast channels with confidential mes-
sages,” IEEE Trans. Inf. Theory, vol. 24, no. 3, pp. 339–348, May 1978.

[3] S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE
Trans. on Wireless Commun., vol. 7, no. 6, pp. 2180–2189, Jun. 2008.

4 7 10 13
0

5

10

15

20

Number of Eavesdroppers (|E|)

T
ot

al
 J

am
m

in
g 

Po
w

er
 (

no
rm

al
iz

ed
)

 

 
network−level−scheme
link−level−scheme

Fig. 8. Power consumption of the network-wide and per-link schemes vs. the
number of potential eavesdropping locations for the case of two P2P links.

[4] J. Zhang, L. Fu, and X. Wang, “Asymptotic analysis on secrecy capacity
in large-scale wireless networks,” IEEE/ACM Trans. Networking, vol. 22,
no. 1, pp. 66–79, Feb. 2014.

[5] O. Koyluoglu, C. Koksal, and H. Gamal, “On secrecy capacity scaling
in wireless networks,” IEEE Trans. Inf. Theory, vol. 58, no. 5, pp. 3000–
3015, May 2012.

[6] A. Sheikholeslami, D. Goeckel, H. Pishro-Nik, and D. Towsley, “Phys-
ical layer security from inter-session interference in large wireless
networks,” in Proc. IEEE INFOCOM, Orlando, FL, USA, Mar. 2012,
pp. 1179–1187.

[7] M. Ghaderi, D. Goeckel, A. Orda, and M. Dehghan, “Efficient wireless
security through jamming, coding and routing,” in Proc. 10th IEEE
Int. Conf. Sensing, Commun., Netw. (SECON), New Orleans, USA, Jun.
2013, pp. 505–513.

[8] ——, “Minimum energy routing and jamming to thwart wireless net-
work eavesdroppers,” IEEE Trans. Mobile Comput., vol. 14, no. 7, pp.
1433–1448, Jul. 2015.

[9] D. Goeckel, S. Vasudevan, D. Towsley, S. Adams, Z. Ding, and K. Le-
ung, “Artificial noise generation from cooperative relays for everlasting
secrecy in two-hop wireless networks,” IEEE J. Sel. Areas Commun.,
vol. 29, no. 10, pp. 2067–2076, Dec. 2011.

[10] H. Rahul, H. Hassanieh, and D. Katabi, “SourceSync: a distributed
wireless architecture for exploiting sender diversity,” in Proc. ACM
SIGCOMM, New Delhi, India, Sep. 2010, pp. 171–182.

[11] M. Chiang, C. W. Tan, D. Palomar, D. O’Neill, and D. Julian, “Power
control by geometric programming,” IEEE Trans. Wireless Commun.,
vol. 6, no. 7, pp. 2640–2651, Jul. 2007.

[12] T. Shu and M. Krunz, “Coverage-time optimization for clustered wire-
less sensor networks: A power-balancing approach,” IEEE/ACM Trans.
on Netw., vol. 18, no. 1, pp. 202–215, Feb. 2010.

[13] C. Beightler and D. Phillips, Applied Geometric Programming. Wiley,
1976.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


